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A Larsen & Toubro Group Com

Mindtree helps the world's leading air
transport IT and communications specialist
secure baggage handling systems

Abstract

One of the essential parts of air travel is securely transporting flyer baggage to their destinations at the
correct time. Therefore, when the leading air transport and communication specialist needed to update
their baggage handling operations, Mindtree stepped up to secure the operations and help make the travel
of millions of their customers hassle-free

Challenge

The company provides communications and baggage handling services for international air travel
providers. However, the client systems were outdated and hence had become vulnerable to third party
exploitation. Due to the high dependency of the airlines on the client systems, there was no scope of any
downtime to revamp them even though a single attack on the infrastructure could virtually bring
worldwide operations to a standstill.

This accumulated in the client’s requirement of a swift upgradation of the legacy security implementation
without impacting the ongoing operations on a day-to-day level.

Solution

Mindtree worked closely with the client to estimate the depth of the requirement. After careful analysis,



Mindtree understood that the client primarily needed proactive security. To create a wholesome solution for
the client, Mindtree provided Infrastructure Security and Managed Security Services to the client. This included:

m Consolidation of continuous security in the DevOps pipeline by analyzing the attack surfaces and creating
advanced threat models

m Run time analysis of database and security environment with hard constraints to avoid system downtime
and disruption of ongoing daily operations

m Implementation of both inbound and outbound security in cloud infrastructure to help avoid siphoning of
data via exploits like SQL injections and privilege escalation

m Securing third-party APl connections to prevent DoS and MITM attacks

All operations were completed with the system during DevOps and no downtime, hence saving costs.

Impact

m Any breach in the client systems could have impacted the operations of multiple airlines across the globe
along with the subsidiaries and services dependent on them, not to mention the ransomware attacks
where the client could have been held hostage at the mercy of the hackers.

m Mindtree helped save up to $7 million in ransom demands and subsequent legal problems by securing the
baggage handling operations.

m The entire system was secured which averted the sensitive personal information of 10 million flyers from
landing in the hands of hackers.

m Mindtree did all these while the baggage handling system was working in full swing, without any downtime
occurring even once.

Network Security . — End-to-End Network Security
( \ [ Anti DDoS Provision ]
6 |
Secure Wi-Fi w l
o. Ll |[EoS 02
! o Network Data loss T
m Security Branch User
Access | Server/Application Security
\management J
- -
- ".-. " 100 -\
Endpoint Security -—

s ™ P

010 -O
N Data Security Database Exploit
o em
Data loss y
protection =S m
oyr= @ <
b =

Endpoint

o= Device
Protection Database best  Apps Security
= Phlshlng Ransomware} practices
Mobile Device _ Data loss
\Management ) /

Exhibit 2.1

ABOUT MINDTREE

Mindtree [NSE: MINDTREE] is a global technology consulting and services company, helping enterprises marry scale with agility to achieve
competitive advantage. "Born digital,” in 1999 and now a Larsen & Toubro Group Company, Mindtree applies its deep domain knowledge to 300+
enterprise client engagements to break down silos, make sense of digital complexity and bring new initiatives to market faster. We enable IT to
move at the speed of business, leveraging emerging technologies and the efficiencies of Continuous Delivery to spur business innovation.
Operating in 18 countries and over 40 offices across the world, we're consistently regarded as one of the best places to work, embodied every day
by our winning culture made up of over 21,000 entrepreneurial, collaborative and dedicated “"Mindtree Minds.”



